Salah Chafai

salahchafai@outlook.com e +216 29 171 905 e x-Or.com e linkedin.com/in/salah-chafai

SUMMARY

Security engineer across application, cloud, and infrastructure security: threat modeling, cryptographic design, and
Linux/container hardening. Discovered CVE-2025-57052 (CVSS 9.8) in cJSON, built an end-to-end encrypted content-
delivery platform at EY, and lead technical direction at Securinets, Tunisia’s largest cybersecurity organization.

EDUCATION
National Institute of Applied Science and Technology (INSAT) Tunis, Tunisia
National Engineering Diploma, Computer Networks and Telecommunications Expected June 2028

* Diplome National d’'Ingénieur: five-year integrated program, equivalent to a Master’s degree.

* Coursework: Ethical Hacking & Cybersecurity, Operating Systems & Virtualization, High-Speed Networks, Algorithms &
Data Structures.

* Languages: Arabic (native), English (fluent), French (basic).

EXPERIENCE
EY Tunis, Tunisia
Security Engineering Intern June 2026 — August 2026

* Designed and threat-modeled Bastion, a hardened bootable Linux platform delivering encrypted competition content
while blocking Al-assisted cheating: hardened kernel (lockdown LSM, IOMMU, modules disabled), runtime policy via LSM
hooks (execution allowlisting, egress whitelisting, ptrace scoping), and TPM 2.0 boot attestation; documented residual
DMA, cold-boot, and hypervisor surface as accepted risk.

* Built the encrypted delivery and key-release path end to end using AES-256-GCM with per-user HKDF-SHA256 derivation,
HashiCorp Vault/HSM key storage, and mutual TLS 1.3 with certificate pinning and replay protection, so no key material
ships in the image and a compromised session key cannot decrypt another user’s content.

* Penetration-tested an Android banking application and its backend, reporting three exploitable findings: missing admin-
console MFA, an unthrottled submission endpoint enabling email-flood DoS and sender-reputation abuse, and a missing
FLAG_SECURE flag leaking PII through screenshots and recents thumbnails.

Securinets Tunis, Tunisia

Technical Lead July 2026 — Present

* Lead, onboard, and mentor a 14-person technical team, owning direction for the competition platform: infrastructure
architecture, deployment pipeline, and release standards.

* Designed the year-round technical curriculum, defining the learning roadmap and teaching approach behind recurring
workshops and seasonal bootcamps.

* Co-led partnership outreach to national industry associations and government-backed cultural institutes, growing sponsor-
ship and funding for events and competitions by over 50%.

Technical Instructor September 2024 — June 2026

* Sustained 100% platform uptime at events hosting 400+ participants by operating isolated, containerized challenge
infrastructure with automated deploy and teardown.

* Delivered hands-on secure-coding and binary-exploitation workshops to students from 10+ universities.

* Authored exploitation and reverse-engineering challenges modeling real-world memory-safety and logic flaws.

Cargo One Express Remote

Web Security Engineer October 2025 — December 2025

* Delivered the company’s internal recruitment platform end to end, adding OAuth 2.0 authentication and encrypted at-rest
storage so applicant documents and PII were never persisted in cleartext.

* Designed least-privilege role-based access control for applicant review, task allocation, and time-tracking dashboards.

* Hardened the REST API with server-side authorization on every endpoint, closing cross-account access to applicant records.

SECURITY RESEARCH & AWARDS

* CVE-2025-57052. Discovered and reported a critical out-of-bounds access vulnerability (CVSS 9.8) in ¢cJSON, a JSON
parser embedded in widely deployed C and embedded software.

* Competitive CTF. Black Hat MEA: 1st in MEA, top 15 globally (qualifiers). CSAW: top 3, international finals. ASCW:
finalist, top 10 teams. 1st at CyberTEK 3.0 and Securinets Tekup Spooky CTF; 2nd at G-CUP 2026.

SKILLS

* Application & Cloud Security: threat modeling, secure SDLC, OAuth 2.0, REST API security, access control, cryptographic
design (AES-GCM, HKDF), mutual TLS, certificate pinning, secrets management (HashiCorp Vault, HSM)

* Infrastructure & CI/CD: Docker, Kubernetes, Linux administration, system hardening, network virtualization, GitLab CI,
pipeline security gates, Bash and Python automation

* Programming: C, C++, Python, Bash, SQL, x86-64 assembly

* Tooling: Burp Suite, Wireshark, Nmap, Metasploit, GDB/pwndbg, IDA Pro, Ghidra, angr, APKTool
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